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OUR
CONTENT

is fully developed and tailored
specifically for our trainees, from
scratch, by our own team of
specialists

@Q@ What sets

our training
programs
apart?

OUR
TEAM

is composed of in-house,

highly-qualified cyber
and IT experts and

training professionals

OUR
PLATFORMS

are exclusive and bring
to our trainees hands-on
learning through
customized simulations
and real-life scenarios
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Module Academic Hours

Module 1
Networking

Module 2
Windows

Module 4
Python

Module 5
Anatomy of an Attack

Module 6
Breach prevention

Module 7
Infrastructure PT

Total Hours: 700
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Module Description

Module 1 ¢ Introduction to networking
Networking ® OSI and TCP/IP models — encapsulation an
de-encapsulation

Layer 1 in short

Layer 2 protocols

Switch (layer 2) operation

Layer 3 protocols

Address Resolution Protocol (ARP)
Point to point delivery

Layer 4 protocols

Application protocols

Module 2
Windows

Introduction to windows

Windows data structure

Local users and groups

NTFS permissions

Network configuration

Introduction to active directory

Install windows server 2019

Install AD DS and DNS roles

Mange domain users and security groups
Protected security groups

Introduction to Group Policy
Introduction to AD objects
Authentication protocols in MS-domain
Introduction to Azure cloud
Introduction to PowerShell

Introduction to Linux

Linux terminals and shells
Linux file system structure
Working with files and folders
Important shell concepts
Basic file permissions
Managing users and groups
Special file permissions

Deep dive into text processing
Searching for files

Manage processes and signaling
Manage services (Systemd)
Package management
Networking

Bash scripting

Module 3
Linux
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Module Description

Module 4
Python

Introduction to Python

Variables and data types

Numbers

Working with strings and string formatting
Booleans and operators

User input

Advanced data structures

Logic — If, Else if, and Else statements
Loops

Reading and writing files

List and dictionary comprehensions
Functions and code reuse

Exceptions handling

Introduction to OOP

Python modules

Module 5
Anatomy of an Attack

The cyber kill chain and MITRE

Introduction to reconnaissance (OSINT)
Active scanning

Brute force attacks

Introduction to vulnerabilities and CVEs
Remote control

Introduction to client-side attacks

Basic windows and Linux privilege escalation
Introduction to post exploitation

Introduction to lateral movement

Module 6
Breach prevention

Vulnerability management

Firewall rules - best practice

Risk management

Security controls

Network segmentation

Network monitoring and malware detection
Security Incident and Event Management (SIEM)
Security Operation Centers (SOC)

Monitoring traffic and connections
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Module Description

Module 7
Infrastructure PT

Advanced active scanning
Deep dive into remote control
Client-side attacks

Domain enumeration

Internal attacks

Windows privilege escalation
Windows post exploitation
Domain privilege escalation
Domain sersistence
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